Cyber Security Syllabus

Unit 1: Introduction of Cyber Security

A Brief History of the Internet, Computer Crime, Defining Cyber Security and
Cyberspace, Communication and web technology, Internet, World wide web,
regulation of cyberspace, concept of cyber security, Issues and challenges of cyber
security. Cyber security terminologies: Security, Attacks, risk, vulnerability, exploit,
hacker, Computer Criminals, Cyber warfare, Security Services, Security
Mechanisms, Case Studies.

Unit 2: Cyber crimes

Cyber crimes targeting Computer systems and Mobiles - spyware, logic bombs,
DoS, virus,Trojans, ransomware, data breach, Online scams and frauds - email
scams, Phishing, Online job fraud, Online sextortion, Debit/ credit card fraud, Online
payment fraud, website defacement,Cyber espionage, Darknet - illegal trades, drug
trafficking, human trafficking, Social Media Scams & Fraudsimpersonation, identity
theft, misinformation, fake news , cyber crime against persons - cyber grooming,
child pornography, cyber stalking, Cyber bullying, Social Engineering attacks, Crime
reporting procedure, Case studies.

Unit 3: Digital Devices Security, Tools & Technologies for Cyber Security

End Point device and Mobile phone security, Password policy, Security
management, Data backup, Downloading and management of third party software,
Device security policy, Cyber Security best practices, Significance of host firewall
and Ant-virus, Wi-Fi security, Configuration of basic security policy and permissions.

Unit 4: Cyber law and Investigation

Cyber crime and legal landscape around the world, IT Act, 2000 and its
amendments. Limitations of IT Act, 2000. Cyber crime and punishments, Cyber Laws
and Legal and ethical aspects related to new technologies- Al/ML, 10T, Blockchain,
Darknet and Social media, Cyber Laws of other countries, Case Studies.
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